What is claimed is: 



CLAIMS 



1. A FAX-through data network apparatus configured to transmit a FAX communication from 
a sender FAX machine to a receiver FAX machine without routing a signal through a PSTN, 
comprising: 

a receiver side LAN end station having a receiver IP address; 
a sender side LAN end station having a sender IP address; 

a first converter configured to receive the FAX communication from the sender FAX 
machine and convert the FAX communication to a network packet format to generate a FAX packet 
including a FAX-network ID for the receiver FAX machine; 

a FAX-network server configured to receive the FAX packet, extract the FAX-network ID, 
look up the an IP address associated with the FAX-network ID in a mapping table, and forward the 
FAX packet to the IP address found in the mapping table; and 

a second converter configured to intercept and identify the FAX packet, extract the FAX 
communication from the FAX packet, establish a communication link with the receiver FAX 
machine without routing a signal through the PSTN, and transmit the FAX communication to the 
receiver FAX machine. 

2. The apparatus of claim 1 , wherein the FAX packet includes a FAX network type field that 
identifies the FAX packet as either a FAX data packet or a FAX notification packet. 



The apparatus of claim 1 , wherein the FAX-network ID has a format similar to a PSTN 



3. 

number 



4. The apparatus 
communication. 



of claim 2, wherein the FAX data packet contains data representing the FAX 



5. The apparatus of claim 2, wherein the FAX notification packet contains the FAX-network 
ID and an IP address associated with the FAX-network ID. 

6. The apparatus of claim 1 , wherein the first converter is comprised of: 
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a FAX transmit buffer configured to store the FAX communication reived from the 
sender FAX via a FAX communication port, herein the FAX counnunfcation port ^bHshe . a 
communication win, Che sender FAX machine without routing a signal through the PSTN 

a FAX to network package uni, configured to receive the FAX communication and convert 
toe FAX communication to the network packet forma, to generate the FAX packet, and 

a transmit channe, arbitrator configured to monitor a sender side end station transnnt 
Chanel, such that the FAX packet is transferred to the FAX-network server via a transmit channe, 
of a LAN communication port. 

7 . The apparatus of ciaim 6. wherein the transmit channe. arbitrator includes iogic that directs 
the transfer the FAX packet when the transmit channel is idle. 

8 The apparatus of Cairn 6, wherein the tiaosmi. channe. arbitrator includes a .atency control 
module that monitors the transmit buffer for priority sums data, and upon detecting pnonty status 
Tile transmit buffer, preempts the transmit channe, and makes the transmit channel avanable 

for high priority transmission. 

,. The apparatus of claim 6, wherein the transmit channe, is reserved for the duration of the 
high priority data transmission. 

10 The apparatus of claim 6, wherein the first converter includes a mapping table containing at 
east one entry associating a FAX-network ID with an IP address, the first converter configured to 
eaTL mTpping table using the receiver FAX-network ID as a key and, if a matching P address 
:ind in the mapping - . » b- - found IP address into ft. FAX packet and send the FAX 
packet to the second converter without routing it through the FAX-network server. 

H The apparatus of claim 6, wherein the sender FAX machine also receives FAX 
communications, such that the first converter is further comprised of. 

a source IP extractor configured to detect fte sender IP address by momtonng packed 
transmitted by the sender side LAN end station to generate a notification packet including a FAX 
network packet type field, the sender FAX-network ID and the sender IP address; 

wherein the transmit channel arbitrator is further configured to monitor the sender s,de end 
station transmit channel, and transmit the notification packet/FAX packet to the FAX-network 
server via the transmit channel of the LAN communication port; 
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a reC eive channel filter configured to monitor packets transmit to the sender side LAN 
end station in order to identify and intercept the FAX packet; 

a FAX receive buffer configured to store the FAX packet; and 

format to FAX format unpack unit configured to extract me FAX commumcaUon 

* J F tLcketandfo^^ 

from the FAX packet communicat ion port establishes a communication wxth 

FAX communication port, such that the FAX commu 

the sender FAX machine without routing a signal through the PSTN. 

PaCkC,; . FAX-network server mapping table containing a, ieas, one entrv as— a 

IP address. 

1S The apparatus of Cain, B, further prising » — " " 

an, an - — — — — « — ' — 

FAX-network server mapping table. 

14 . Tne apparatus of cla*. U. wherein - FAX-network -er is ioca, - the sender side 

LAN end station. 

„ The apparatus o, claim .4, tether including a remedy located FAX-network server, the 
.^FAX-network server in c—i cation with the loeai FAX-network server vta a 
remotely located FAX networ FAX network server including a mapping table 
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information. 
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■ tcWP undate information providing FAX- 
„ The appa^ of c>aim 15, ^^Teen „ lKal FAX-netwo* — 

Lwo* ID and associate IP address — — " — 
„, the remedy locate FAX-netwo* serve, 

namrmtted by tereceivers.de LAN e 

^« PAX— ID and the receiver ^ , ^ side ena sution transmit 

. transmit channel -B^ " . clia nne, of a 

c hanne, and transfer - — — M * ^ 

.*AX^-*^^^^*PAX— ^ 

. netwo* forma- to FAX forma, m ' „ te ^Wer FAX machine via a 

ftom the FAX pa*, and forward *. ^ „ me ro mmunic*ion 

5 FAX communication port, such ™ fc 
with the receiver FAX machine without touting 

tjav machine also transmits FAX 
19 . rhe apparatus of Cairn * «-rein die rf; 
communications, such that the second convener is ^ ftom the 

. FAX transmit huffer configured to store *eF estabHs hes a 

communication with the receiver 
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. FAX to nemo* package »„i. configured to receive the FAX commu.ia.Uon and convert 
fce FAX convocation to genera«e me FAX data packet including the destination FAX— 

^ , startup switch configured .0 reoeive me notification packet and me FAX da^ , pac*, such 
tet once me notion packet is transferred to an output of me stamp swttch, me 
packet is transferred to the output thereafter, 

P wherein me transmit channel ar.irra.or is mrmer configure. - monUor " ~ - 
s^tion transmit channel, and transfer me notification packet/FAX packet to me FAX-network 
server via the transmit channel of the LAN communicatton port. 

Ismi, a FAX communication from me receiver FAX machine . the sender FAX machrne 
without routing a signal through a PSTN, further comprising: from the receiver FAX and 

a firs, converter configured to receive the FAX commumcatton from the ««* 
eonver. me FAX communication to genera, the FAX da, packet rncluding a sender FAX— 

h FAX communication from the FAX data packet, establish communication - - sender FAX 
| wtmoutrouting a signal through the PSTN and forward the FAX communication to the sender FAX 

20 il machine. 

" 21 The apparatus of claim 20, wherein the firs, convener is comprised of: 

a FAX «»* buffer configured to store the FAX communication recetved from the 
. . , ver FAX via a FAX communication port, wherein the FAX communicanon port 

rr—o 

the PSTN; rpce i v e the FAX communication and convert 

a FAX to network package unit configured to receive . 

. CAY j„ ta nopket including the sender/receiver rAA- 
the FAX communication to generate the FAX data packet including 

^allt channel arbitrator configured to tnonitor , sender/receiver sUie end s*«on 

of a LAN communication port. 

22. The apparatus of claim 21 wherein the second converter is comprised of. 
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„ n> extractor centred to de.ee. the sender/receiver V address by monitorulg 

3 "led Oliver side LAN end station „ generate « — — — 
packets transmitted to the sende ^^iver IP address; 

— ' " n^lCred » monitor packets — - - — — ' 
a receive channel filter conngu session 

sid e LAN end sution m order • .den,.* and iufcrcep, *,< ™a ^ _ „ 

port number mattl.es me predefined session pott number and He source 
address of the FAX-network server; 

^ . FAX revive bu«er configured to S ,ore .he FA* da-a, P-«- 

from toe FAX data packe. and forward me FAX commun commimica Uon 
FAX communication port, such mat the FAX communication port establish 
„i m me FAX machine without routing a signal through me PSTN. 

*- Ainernodortr— gaFAX — M Hon from a sender FAX ,„ a receiver FAX 
whhou. routing a signal through a PSTN, me method 

generating a notification packet including the receiver 

network ID; 

sending me notification packet to a FAX-network serve, 

Ieceiv i„ g me notation packet a, me I I destination - 

«„ includes a mapping table between a desunauon FAX-network ID 

address; « r ct rnnverter and the sender FAX without 

establishing a communication link between a first converter 

routing a signal through a PSTN; converter; 

— the FAX —cation fiom *e — ^ & ^ packet 
generating a FAX packet by converting the FAX cornmu 
format including the receiver FAX-network ID; 

sending the FAX packet to the FAX-network S ^^^ looked-up in the mapping table of 
transmitting the FAX packet to the destination IP address look 
me FAX-network server with the receiver FAX-network ID as a key; 
intercepting the FAX packet at a second converter; 
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exacting *e FAX con^nication ^2^^ ^out routing a signal 
establishing a communication link with the receiv 

through a PSTN; and pAX 
transmitting the FAX commumcatton to the 

u t.n of eenerating includes inserting a predefined 
„» the notification pack,., where,. ft. FAX ne<wor* VP 
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into the notitication v «^> 
a FAX data packet or a notification packet. 

26 .emediodofclah.23,^ 

------ 

27. The method of claim 23, wherein u 

ste P s 0f ■ . t AN end station transmit channel; 

monnoring a reeve, * ^ive, side LAN end sution; 
^rting a panse con.ro. to * ~£ „, noti8call „„ pac k e,; 

arbitrating a LAN transm.. charge, for «M ^ ^ ^ 

transmitting * «*— "** " *° M 

channel; i tn the receiver side LAN end station; and 

^-asserting the panse con.ro! . *e rece ^ ^ 

arbi.ra.in,, the LAN transmi. channei to the rece, 

h ,™ of asserting panse control is performed when the 
2g Th emed,odofc.ain,27.whe re ,nd«s K pof.sser.mgP 

transmit channel is idle. 

„ • theFAXdatapacWsareassocia^winrahighpriorirv 
29 . The me«,od of claim 27, J ^ ^ d,a, de«ec,s Ore high 

priority level and the step of assertmg P 

detected. 1024599 
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. * a «ertine the pause control is performed 

30. Th. •»* of claim 29, wherem - -P - ^ n d „ „, FAX 

once to FAX-data F— 8 , " gh Pn ° n,y 

server via the LAN transmit channel. 

The method of claim 23, herein to method furtor includes steps of: 
Aar ip address of a sender side LAN end station; 

to noil pl- - -* - — - * — - 

^.to-to«»— » 

3 , ^e me., of Calm 23, whe K ,n to — to notion P- step furtor — 

steps of : 

m ^"no, paCetisano^P.-— tt on 
creating a new entry in to mapping table including to source FAX networ 

■ t u ct^nf establishing a communication link between a 
33 The method of claim 23, wherein the step of establishing 

first converter and the sender FAX further includes steps of: 

monitoring an on/off hook of the sender FAX machme; 

generating a dial tone to the sender FAX machine; 

establishing a communication channel between me sender FAX machme an 
emulation device; sender FAX machine; 

communication to a FAX transmit buffer; 
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whe „ the destination FAX phone number is a FAX phone number, routing the FAX 
communication to the destination FAX machine via the PSTN; and 

disconnecting the line when the sender FAX machine is on hook. 

34 The method of claim 23 . wherein the sending the FAX packet step further includes steps of: 
monitoring a sender side LAN end station transmit channel; 

• u h.mi* assertine a pause control to the sender side LAN end 
when the transmit channel is idle, asserting a p«m S 

station; 

arbitrating a LAN transmit channel for sending the FAX packet; 
emitting the FAX packet to the FAX-network server via the LAN transmit channel; 
de-asserting the pause control to the sender side LAN end station; and 
arbitrating the LAN transmit channel to the sender side LAN end station. 

l 35 . Thememodofclaim23,whereinmetransm^ 

155; steps of: 

|Ji receiving the FAX packet at the FAX-network server; 

3 extracting a FAX-network ID from the FAX packet; 

h tokinglp a destination FAX IP address in the .napping — - ™X— "> « 

J repackaging the FAX packet with a FAX-»«work server * ^ 

packet; and 

transmitting the FAX packet to the destination FAX IP address. 

' receiving a network packet transmitted to the receiver side LAN end station; 
analyzing a session port number and a source address of the network packet; 
71 the source address matches the FAX-network server IP address, storing the network 

nacket in a FAX receive buffer; and 

^ when the source address doesn, matcn the FAX-network server IP address, sendrng the 
network packet to the receiver side LAN end station. 

„. The method of claim 23. wherein the step of establishing a communication Hnk win, the 
receiver FAX further includes steps of: 
A-68437-l/RMA/JWC 
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gating . ring/answer mm » * «— FAX 3 

estabtishing a —on c— — - receiver *« - PBX —on 

deViM; establishing a FAX communication protocol win, the receiver FAX; and 
retrieving the FAX communication from a FAX receive buffer. 

38 A computer readabie medium containing instructions which, when executed by a computer: 
detect a receiver IP address of a receiver side LAN end station; 
'late a notification packet inching the receiver .P address and a rece.ver FAX- 

network ID; 

send the notification packet to a FAX-network server; without 
estnbtisn a on—ion iink between a fns, convener and the sender FAX wtthou. 

muting a signal through a PSTN; 

including the receiver FAX-network ID; and 

send the FAX packet to the FAX-network server. 

receiving a FAX packet from the first converter, the FAX packet assorted 
network ID indicating a destination FAX machine, the FAX packet contammg a FAX 

I FAX network ID as a kev to find an IP address in a mapping tahle, the mapping 
containing a FAX network ID associated with an IP address; 

routing the FAX packet to the IP address over a pubhc computer network. 

40 An appliance control apparatus for asserting a control command to an appliance from a 
lote nel" user using an appliance communication protocol, the apparatus compnsed o, 
an appliance side LAN end station having an appliance IP address; 
I fiance control packet generated hy the remote network user and mcludmg an 
appliance network ID and the control command; 
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fionrpH to receive the appliance control packet, extract the 
an appliance network server configured to receive tne vv 

.nrfina destination IP address in a mapping table, and 
appliance network ID, lookup a corresponding destination 

, ...zrr— -j.*— 

communication protocol. 

4 , ^a Wara «.sofc.a im 40.» teK in te .PP..a-co„ tt o 1 pac k «« S ap I e,e &K d 

session port number. 

network type field, 
lit! similar to a PSTN telephone number. 

1 rsrnsr:^^--^— 



server; 



an appliance receive buffer configured to store the appliance control packet; and 
to appliance forma, unpack unit configure, to extract the contro 

, 5 command from the appliance me appliance communication port 

machine via an appliance communicatton port, — ~ » fc ^ command . 

establishes the appliance cotnmunication protocol *. — ' 

45 The apparan, of Cairn 41, wherein the appliance also generates , sums report, such fcat 

3„ the appliance ~ ~^L t fc ^ ,P address b y intercept** a packet 

appliance network ID and the appliance IP address; 
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t buffer configured to store the status report received from the 
» appliance transmit buffer configur communica tion port 

_^rrnrrr-^- 

of the remote network user; ^ ^ ^ status report pack et, 

^ pace, is transferred » * «*« " ; m "l r „, ^Unce side end station transmit 

a transmit channei arbitrator configured ,0 -«* » ^ w v ,a 

cham e., and tranter .he notification packers repor, pac te , ,o * 

„ ^ttanBrmtchanneioftel^NcornnMnicationport. 

1 , , aim45 v.hereindunodfica.io.p.cte.Wuaeaaptedefined^ion 

& 46. The apparatus of claim 45, wnere 
port number. 

high priority data transmission, 
high priority data transmission. 

P ^ to ,e,rrac,orconfi.^ 

notification pac.ce, to create a new entry in the ntanping «* 

1024599 
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a second extractor configured to determine a destination network ID from the appliance 
control packet; 

a search engine configured to determine a destination IP address from the look-up table 
using the destination network ID as a key; and 

a packet modifier configured to replace a destination IP address in a header of the status 
report/appliance control packet with the destination IP address and a source IP address in the 
header with an IP address of the application network server. 

51 The apparatus of claim 41, wherein the appliance control apparatus further includes: 

a plurality of appliance converters arranged in a daisy chain configuration between a LAN 
and the appliance side LAN end station, wherein a first converter is directly connected to the 
appliance side LAN end station and a last converter is directly connected to the LAN; and 

a plurality of appliances each attached to one of the plurality of appliance converters, 
wherein the interception and identification of the appliance control packet begins with the 
,ast converter and continues for each of the plurality of appliance converters until the first converter 
is re ached, such that the plurality of converter are further configured to match the apphance 
network ID in the appliance control packet with a network ID of the respective apphance converter. 

The apparatus of claim 44, wherein the destination network ID comprises digits arranged in 
ord er from more significant digits to lesser significant digits, where the lesser significant digUs 
represent individual devices on the daisy chain. 

53. The apparatus of claim 44, wherein each of the appliance also generates a status report, 
such that each of the appliance converter is further comprised of: 

a source IP extractor configured to detect the appliance IP address by intercepting a packet 
transmitted by the appliance side LAN end station to generate a notification packet including the 
appliance network ID and the appliance IP address; 

an appliance transmit buffer configured to store the status report recexved from the 
appliance via the appliance communication port, wherein the appliance communication port 
establishes a communication with the appliance using the appliance communication protocol; 

a appliance to network package unit configured to receive the sta^s report and convert the 
status report to the network packet format to generate a status report packet with a user network ID 
of the remote network user; 
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a startup switch configured to receive the notification packet and the status report packet, 
such that once the notification packet is transferred to an output of the startup switch, the status 
report packet is transferred to the output thereafter; and 

a transmit channel arbitrator configured to monitor an appliance side end station transmit 
channel, such that once the transmit channel is idle a LAN pause control is issued to the apphance 
LAN end station and the plurality of appliance converters, and the notification packet/status report 
packet is transferred to the appliance network server via the transmit channel of the LAN 
communication port. 

54 The apparatus of claim 44, wherein the appliance-network server is comprised of: 

an input filter configured to receive a network packet and identify notification packets, 

status report packets and appliance control packets; 

a first extractor configured to determined a network ID and an IP address contained m the 

notification packet to create a new entry in the mapping table, where an ID address field of the 

mapping table includes duplicate appliance IP address for the daisy chain configuration apphance 

converters; 

a second extractor configured to determine a destination appliance network ID from the 

appliance control packet; and 

a search engine configured to determine a destination appliance IP address from the look-up 

table using the destination appliance network ID as a key; 

a packet modifier configured to replace a destination IP address in a header of the status 
report/appliance control packet with an IP address the application network server. 

55. A method of asserting a control command to an appliance from a remote network user 
using an appliance communication protocol, the method comprising steps of: 

detecting an appliance IP address of an appliance side LAN end station; 

generating a notification packet including the appliance IP address and an appliance 

network ID; 

sending the notification packet to an appliance network server; 

receiving the notification packet at the appliance network server, wherein the appliance 
network server includes a mapping table between a destination network ID and a destination IP 

address; 

generating an appliance control packet including the appliance network ID and the control 

command; 
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sending the appliance control packet to the appliance network server; 
transmitting the appliance packet to the destination IP address looked-up in the mapping 
table of the appliance network server with the appliance network ID as a key; 
intercepting the appliance packet at an appliance converter; 
extracting the control command from the appliance packet; 

establishing a communication link with the appliance without routing a signal through the 
PSTN; and 

asserting the control command to the appliance using the appliance communication 
protocol. 

56 The method of claim 55, wherein the detecting step further includes steps of: 

intercepting a network packet transmitted by the appliance side LAN end station; 
determining a source IP address in a header of the network packet; and 
using the source IP address as the appliance IP address. 

57. The method of claim 55, wherein the sending the notification packet step further includes 
steps of: 

monitoring an appliance side LAN end station transmit channel; 

when the transmit channel is idle, asserting a pause control to the appliance side LAN end 

station; 

arbitrating a LAN transmit channel for sending the notification packet; 

transmitting the notification packet to the appliance network server via the LAN transmit 

channel; 

de-asserting the pause control to the appliance side LAN end station; and 
arbitrating the LAN transmit channel to the appliance side LAN end station. 

58. The method of claim 55, wherein the receiving the notification packet step further includes 

steps of: 

receiving a network packet; 

determining whether the network packet is a notification packet based on an identification 

field in the network packet; 

extracting a source IP address and a source appliance ID from the notification packet; 

creating a new entry in the mapping table including the source appliance ID and the source 
IP address; and 
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repeating these s* P s ** «* <***<™ «" » " CO ° ,K " ^ 

„. Tne method of claim 55, wherein the transmitting the appiiance packet step further includes 

steps of : 

receiving the appliance packet at the appliance network server; 
extracting a appliance network IP from the appliance packet; 

10 oki„ g -„p a destination appliance IP address in the .napping table with the appliance 

"^ZZZ- — - - — network server IP address as the source 

address of the appliance packet and the destination appliance IP address as the desnnanon IP 

address of the appliance packet; and 

transmitting the appliance packet to the destination appliance IP address. 

60 The method of claim 55, wherein the intercepting step further includes steps of: 
receiving a network packet transmitted to the appliance side LAN end station; 
analyzing a source address of the network packet; 

when the source address matches the appliance server IP address, storing the network 

nacket in an appliance receive buffer; and 

when *e source address doesn't match the appliance server IP address, sendmg the 

network packet to the appliance side LAN end station. 

61 The method of claim 55, wherein the intercepting step further includes steps of: 
receiving a network packet transmitted to the appliance side LAN end station; 
analyzing a source address of the network packet; and 

when the source address matches the appliance server IP address, analyzing a destma.on 

network ID of the network packet; 

when the destination network ID matches a network ID of a respective appliance convert 

storing the network packet in an appliance receive buffer; 

otherwise, sending the network packet to a previous stage appliance convener tn a datsv 

chain configuration; and „ Atwrt rV 
repeating the receiving, analyzing, analyzing, storing and sending steps untn the network 

packet is stored in an appliance receive buffer. 
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62. The method of claim 55, wherein the appliance transmits a status report to the remote 
network user, the method further comprising steps of: 

generating a user notification packet including a user network ID and a user IP address; 

sending the user notification packet to an appliance network server; 

receiving the user notification packet at the appliance network server and creating an entry 
in the mapping table including the user network ID and the user IP address; 

generating an appliance status report including status information of the appliance; 

sending the status report to the appliance converter; 

converting the appliance status report to a network packet to generate a status report packet 

including the user network ID; 

transmitting the status report packet to the appliance network server; 

performing a lookup of the destination IP address in the mapping table of the appliance 
network server with the user network ID as a key; 

transmitting the appliance packet to the destination IP address; and 

receiving the network data packet at the remote network user for review of the appliance 

status report. 

63. The method of claim 34, wherein the status report of the appliance is generated in response 
to a command control request from the remote network user. 

64. The method of claim 34, wherein the status report of the appliance is automatically 
generated and periodically transmitted to a remote network user. 



A-68437-l/RMA/JWC 



56 



1024599 



